RISK BRIEFING

Al Risk and Regulatory Exposure
in FCA-Regulated Firms

What you are exposed to. What CattleGrid mitigates.

= CattleGrid

For: Senior Pal rs, CEOs and MDs at FCA-regulated firms

Staff are already using Al tools. The question is whether you know about it.

Across FCA-regulated financial services — IFAs, wealth managers, accountants, insurance brokers — staff use consumer Al tools
as a matter of daily practice. They draft client letters, summarise suitability reports, research investment products. Many paste client
names, NI numbers, and financial data directly into those tools without awareness of the regulatory implications. The FCA knows
this. Their 2024 Multi-Firm Al Review named uncontrolled shadow Al, absent audit trails, and inadequate third-party oversight as
primary failure patterns at regulated firms. These are documented supervisory findings — and they create a paper trail.

The FCA's position is clear. Firms that cannot demonstrate they have addressed the 2024 Multi-Firm Review findings
face follow-up supervisory action — including skilled person reviews under Section 166 and, in serious cases,
enforcement referrals. The absence of controls is itself a compliance failure.

CattleGrid does not ask you to prevent staff from using Al tools. It asks you to demonstrate that when those tools are used, client
data is protected — and you can prove it.
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Risk Register: What You Are Exposed To
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Primary regulatory risks created by uncontrolled Al tool usage at FCA-regulated firms. For each: what CattleGrid mitigates at the APl input
layer, and what remains your responsibility.

Client data leakage

Shadow Al

Absent audit trail

SMCR individual
liability

Consumer Duty

Operational
resilience

SYSC 8 due
diligence

US CLOUD Act

DORA — EU-facing
firms

Financial
promotions

Staff paste client names, NI
numbers, financial data into
consumer Al tools. Data reaches US
infrastructure — outside UK GDPR
protections.

Staff use unapproved Al tools
without your knowledge. The FCA
2024 review named this as a primary
failure pattern.

If the FCA asks for evidence of Al
data controls, you have nothing to
show. The 2024 review found this at
a significant proportion of firms.

Named Senior Managers are
personally accountable for
governance failures. Al governance
failures can engage individual SMF
liability.

Unsanitised client data reaching Al
providers undermines Consumer
Duty outcome obligations for
products, services, and client
support.

Al API services are third-party
dependencies. PS21/3 requires
mapping, tolerance-setting, and
testing. Shadow Al creates
unmappable dependencies.

CattleGrid and each Al provider you
connect are material technology
providers under SYSC 8. Due
diligence required before
deployment.

All major Al providers are
US-domiciled. CLOUD Act applies
by corporate domicile — EU
datacentres do not protect you.

Firms serving EU financial entity
clients or with EU operations face
DORA. Al API integrations are ICT
dependencies requiring registration.

Al-generated client communications
may constitute financial promotions
— a FSMA 2000 regulated activity
risk.

HIGH

HIGH

HIGH

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

Real-time PII redaction at API
boundary. Pre-built UK PII
templates. Audit trail evidencing
controls.

Vetted provider registry restricts
to approved providers only.
Unapproved calls blocked.
Dashboard gives real-time
visibility.

Immutable timestamped log of
every Al APl interaction.
Exportable for FCA. Every rule
trigger and action recorded.

Alert routing to named SMF on
every policy violation. Exportable
oversight reports demonstrating
active governance.

Inspection rules prevent client
personal data reaching Al
providers unsanitised. Dashboard
gives FCA-demonstrable
governance visibility.

Provider registry makes Al
dependencies explicit. Rate
limiting enforces impact
tolerances. Usage analytics for
resilience testing.

Supplier Security Profile,
zero-retention docs, DPA v1.1,
EU infrastructure evidence, ISO
27001 roadmap — all provided.

CattleGrid's governance layer:
Scaleway/OVH — outside
CLOUD Act. Zero-retention: no
data persists in CattleGrid
infrastructure.

EU-only infrastructure satisfies
DORA localisation. Immutable
audit trail and alerts support ICT
incident detection.

CattleGrid does not address this.
Output-layer obligation.

Art 28 DPAs with Al providers.
Updated privacy notices. DPIA if
high-risk.

Al governance policy. Approved
tool list. Staff training.

Governance policy sign-off.
SMF-designated oversight.
Board-level Al governance.

Statement of Responsibilities
updated for Al governance. SMF
sign-off on rule configuration.

Suitability review of
Al-generated advice. Human
oversight of Al outputs.

Important business services
assessment. Tolerance-setting
and testing regime.

SYSC 8 due diligence on each
Al provider separately.
Third-party risk register entries.

Review client contracts for
sovereignty obligations.
Contractual disclosure where
required.

ICT risk management
framework per Art 5. ICT
third-party register. DORA
contract terms.

Legal opinion on Al-generated
content. Compliance sign-off.
Staff training on output review.

Severity reflects regulatory consequence and likelihood of scrutiny. All FCA and ICO enforcement carries reputational consequences disproportionate to fine
values in a trust-dependent sector.
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The FCA Evidence Argument

The FCA's 2024 Multi-Firm Al Review findings map directly to what CattleGrid generates.

FCA finding (2024) CattleGrid evidence generated

Shadow Al — staff using unapproved tools without Provider registry log: only approved providers accessed. Blocked provider
knowledge or control event log: unapproved attempts detected and stopped.

Absent audit trails — firms could not demonstrate Al Immutable timestamped log of every Al APl interaction: provider, rules
interactions triggered, action taken. Exportable for FCA inspection.

Inadequate third-party oversight — firms had not Provider registry: documented approved provider list. SYSC 8 evidence
assessed Al providers pack: Supplier Security Profile, DPA v1.1, infrastructure documentation.

Deploying CattleGrid before a supervisory visit means you answer the FCA's three primary Al governance questions with
documentary evidence, not verbal assurances.

Does / Does Not

CattleGrid does CattleGrid does not do

Intercepts every outbound Al API call in real time Inspect Al responses or outputs

Redacts or blocks configured data categories before they reach Conduct DPIAs, RoPA entries, or privacy notices
the Al provider

Logs every interaction — timestamped, immutable, exportable Draft or substitute for your Al governance policy

Routes alerts to named SMF for every policy violation Assess suitability of Al-generated financial advice

Enforces your approved provider list — blocks unapproved tools File regulatory notifications or determine serious incident
thresholds

Runs on EU infrastructure — outside CLOUD Act jurisdiction Negotiate DPAs with Al providers on your behalf

Generates compliance evidence for FCA, ICO, ISO 27001 Provide SMCR governance documentation or Statements of

inspection Responsibilities

cattlegrid.uk

CattleGrid Early Access Programme :
y 9 hello@cattlegrid.uk

We work directly with a small number of FCA-regulated firms to configure
and validate the gateway against their specific compliance requirements.

Cheltenham, UK




