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Al Data Governance Gateway
What it does. What it covers. What you still own.

Professionals
UK Regulated SMEs

Your staff are already using Al tools. Most are doing so without approved workflows, without data controls,
and without your knowledge. CattleGrid sits at the Al API layer — intercepting outbound prompts in real time,
enforcing your data governance policies before anything reaches the Al provider, and generating the audit
evidence your regulators expect to see.

This document maps CattleGrid's capabilities to the compliance obligations most relevant to information
governance professionals in UK regulated businesses. It also names what CattleGrid cannot address —
because clarity on scope is the foundation of any credible compliance conversation.

HOW CATTLEGRID WORKS

@ Intercept

Every outbound Al API call
routes through CattleGrid's
gateway before it reaches the
provider. Zero configuration
required on Al tools themselves.

(3 Act

Matched content is blocked,
redacted, or flagged per your
policy. Every action is logged
with timestamp, rule triggered,
and data category — ready for
export.

@) Inspect

Content is inspected in
memory against your
configured rules — PII,
privileged content, financial
data, custom patterns. Nothing
is written to disc.

Zero-Retention Architecture. Prompt content is inspected in memory and never stored. CattleGrid's governance

layer runs on Scaleway/OVH — European infrastructure, outside US CLOUD Act jurisdiction.

REGULATORY COVERAGE AT A GLANCE

e Direct — CattleGrid

addresses the obligation part of it
Framework Role

UK GDPR Art 5, 25, 32 e Direct
UK GDPR Art 28 o Supporting
US CLOUD Act e Direct
FCA_ Multi-Firm Al e Direct
Review 2024

E(S:;gz%onsumer Duty ® Partial
SMCR / SMF o Supporting

accountability

@ Partial — addresses

evidence

Obligation addressed

Data minimisation, privacy by
design, and technical security
measures for Al API processing

Evidence that Al provider processing
is controlled and documented

Data sovereignty: governance layer
sits outside US jurisdiction

Shadow Al control, absent audit
trails, inadequate third-party Al
oversight — the three primary
findings

Client data controls supporting
Consumer Duty outcome obligations

Individual Senior Manager oversight
trail for Al governance

o Supporting — provides

CattleGrid capability

Redact action, Pll rule
templates, zero-retention, EU
infrastructure, audit trail

Provider registry, audit trail,
CattleGrid DPA v1.1

Scaleway/OVH infrastructure;
zero-retention; provider
classification

Provider registry, immutable
audit trail, dashboard and
alert system

Inspection rules, audit trail,
dashboard — data dimension
only

Named SMF alert routing,
exportable governance
reports



Framework Role

SYSC 8 Outsourcing o Supporting

SRA Code (COLP /

Privilege) SRt

Technical controls evidencing
multiple Annex A obligations in Al
API context

1ISO 27001:2022 Annex A e Direct

EU Al Act Arts 9, 26 ®@ Partial

NIS / Cyber Essentials o Supporting

WHAT CATTLEGRID DOES NOT ADDRESS

Obligation addressed

CattleGrid as third-party in your
SYSC 8 due diligence

Privilege boundary enforcement;
COLP governance infrastructure

Technical measures for high-risk Al
deployer obligations

CattleGrid capability

Supplier Security Profile,
zero-retention docs, DPA
v1.1,1SO 27001 roadmap

Block action on privilege
content, client identifier rules,
COLP alert routing

Access control, encryption in
transit, audit trail, incident
alerting, operations log

Inspection rules, audit trail,
dashboard, alert system —
input layer only

Al API access control layer as part of  Provider registry, audit trail
broader security posture

demonstrating governance

CattleGrid operates at the Al API input layer. Naming scope boundaries clearly is part of how we work.

Outside CattleGrid scope

DPIA, RoPA, and privacy notices

Al governance policy drafting
Suitability of Al-generated outputs
SMCR Statements of Responsibilities
DPO designation

X Conformity assessment or EU Al Act
registration

X Supplier DPA negotiation with Al providers

X X X X X

X Important business services assessment
X 1SO 27001 ISMS documentation
X Serious incident legal threshold determination

Governance as enabler, not blocker.

CattleGrid enables your organisation to adopt Al with confidence

— giving your compliance function the visibility and evidence it
needs, and your staff the tools they want to use.

Inside CattleGrid scope

v Real-time API interception before data reaches
Al provider

v Block and redact on configured data categories

V' Pll rule templates (NI numbers, financials,
email, phone)

v/ Custom rule builder for proprietary content

v/ Immutable audit trail exportable for regulatory
inspection

v Named-person alert routing for SMF / COLP
oversight

v Vetted provider registry — only approved
providers accessible

Vv Zero-retention architecture documentation

v EU infrastructure (Scaleway/OVH) — outside
CLOUD Act

v Dashboard and usage analytics for governance
visibility

cattlegrid.uk

hello@cattlegrid.uk
Cheltenham, UK | Company No. 17020793




