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CATTLEGRID 

Enterprise AI API Security Gateway 

Data Protection Impact Assessment 

Template for AI Tools — UK Regulated Organisations 

Version 1.0  |  March 2026  |  cattlegrid.uk 

 

Intended use 

This template is designed for UK organisations of 50–500 employees in regulated sectors (financial 
services, legal, professional services) conducting a DPIA for the use of AI tools — including public 
large language model (LLM) services such as ChatGPT, Claude, Microsoft Copilot, and similar — by 
their staff. 

Regulatory basis: UK GDPR Article 35; Data Protection Act 2018; ICO DPIA guidance. This template does not 
constitute legal advice. Organisations should seek independent legal counsel on their specific compliance 
position. 

ICO DPIA guidance: ico.org.uk — Data Protection Impact Assessments 

 

1. Project / Tool Identification 

 

1.1 Project / tool name 

Guidance: State the specific AI tool or initiative being assessed, e.g. 'Use of public generative AI assistants for 
drafting and analysis.' 

Example: Generative AI Assistants Programme — ChatGPT, Claude, Microsoft Copilot. 

 

Tool / project name  

 

1.2 Vendor / service provider 

Guidance: List all AI vendors and deployment models (public web, enterprise SaaS, on-premises, or via a gateway). 
Note any that are US-headquartered or operating as sub-processors, as this has implications for international 
transfers and CLOUD Act exposure. 

Example: OpenAI (ChatGPT); Anthropic (Claude); Microsoft (Copilot in M365); accessed via CattleGrid AI security 
gateway on EU infrastructure. 

 

Vendor(s)  

Deployment model  

US-headquartered? (Y/N)  

 

1.3 Internal business owner 

Guidance: Name the senior accountable owner who can allocate budget and enforce controls. Typically CIO/CTO, 
Head of Legal, COO, or equivalent. Record technical and privacy ownership separately. 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/data-protection-impact-assessments-dpias/


CATTLEGRID  |  DPIA Template for AI Tools  |  UK Regulated Organisations  |  v1.0  |  cattlegrid.uk 

© CattleGrid Ltd 2026  |  Company No. 17020793  |  Not legal advicePage 2 

Example: Business owner: Head of Operations; Technical owner: IT Director; Privacy owner: DPO or equivalent 
senior privacy lead. 

 

Business owner  

Technical owner  

Privacy owner  

 

1.4 Description of processing and objectives 

Guidance: Summarise what staff will actually do with the tools and why — drafting, summarisation, data analysis, 
research. State whether use is experimental or operational. 

Example: Fee-earners may use AI tools to draft emails, summarise contracts, and generate internal documentation. 
No client-identifiable data to be entered except where explicitly permitted under approved workflow. 

 

Description of use  

 

1.5 Scope (business units, locations, users) 

Guidance: Identify in-scope and out-of-scope entities: business lines, jurisdictions, and roles. Restricting scope to 
specific functions is both a data minimisation measure and a proportionality argument. 

Example: UK-based advisory, disputes, and support teams (~220 users). Excludes retail customer contact centre and 
any processing of client special category data outside specifically approved workflows. 

 

In scope  

Out of scope  

Approx. number of users  

 

1.6 Links to policies / governance artefacts 

Guidance: Reference AI acceptable use policy, information security policies, data retention schedules, and any AI 
governance framework or ISO 27001/42001 programme underway. 

Example: AI Acceptable Use Policy v1.2; Information Security Policy v5.0; Data Protection Policy v4.1; ISO 27001 

ISMS; ISO 42001 implementation roadmap. 

 

Policy references  

 

2. Necessity and Proportionality Assessment 

Aligns with UK GDPR Articles 5 and 6, and the DPIA requirement in Article 35 for processing 'likely to result in 
a high risk.' 

ICO Reference: ICO: When is a DPIA required? 

The ICO sets out indicative criteria including: use of new technologies, large-scale processing of personal data, 
systematic monitoring, and processing of special category data. AI tools are explicitly referenced as innovative 
technology likely to trigger the DPIA threshold. 

 

2.1 Purposes of processing 

Guidance: Describe the legitimate business purposes specifically. Avoid vague 'innovation' or 'efficiency' without 
quantification. 

Example: Reduce time spent on first drafts and document summarisation by 20–30%; support internal research on 

non-client data. 

 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/data-protection-impact-assessments-dpias/when-do-we-need-to-do-a-dpia/
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Purpose(s)  

 

2.2 Lawful basis (per purpose) 

Guidance: Identify the lawful basis under UK GDPR Article 6 for each purpose. Where relying on legitimate interests 
(Article 6(1)(f)), complete a Legitimate Interests Assessment (LIA) and retain it. 

Example: Legitimate interests (Article 6(1)(f)) for use on staff data and limited client data where necessary to provide 

services; LIA completed and balancing test documented. 

 

Lawful basis  

LIA completed? (Y/N / N/A)  

 

2.3 Special category data and criminal offence data 

Guidance: State whether AI tools will process special category data (Article 9) or criminal offence data (Article 10). If 
yes, identify both the Article 9 condition and the applicable DPA 2018 Schedule 1 condition. The right condition 
depends on the specific processing activity and sector — legal advice should be obtained before relying on any 
specific condition for novel or high-risk uses. 

Important: sector-specific conditions 

There is no single correct Article 9 condition for AI processing of special category data. Common candidates 
include Article 9(2)(b) (employment/social security), 9(2)(f) (legal claims), and 9(2)(g) (substantial public interest 
with DPA 2018 Schedule 1 condition). The appropriate condition depends on the purpose and sector. Do not 
copy an example condition without verifying it applies to your specific use case. Seek legal advice where in 
doubt. 

 

Example: Health data in insurance workflows: Article 9(2)(b) may apply for employment-related processing; Article 
9(2)(f) may apply where processing is necessary for legal claims. DPA 2018 Schedule 1 para and appropriate policy 
document to be specified by your legal adviser. 

 

Special category data 
present? (Y/N) 

 

Article 9 condition (if 
applicable) 

 

DPA 2018 Schedule 1 
condition 

 

Appropriate policy document 
ref 

 

 

2.4 Data minimisation and input controls 

Guidance: Explain how you will minimise personal data in prompts. Describe technical and procedural controls: 
templates, redaction, gateways, and DLP tools. An API-level gateway that inspects and blocks PII before prompts 
leave your environment is the most reliable technical control available. 

Example: API-level gateway (CattleGrid) automatically detects and blocks PII, account numbers, and trade secrets in 
prompts before they reach the AI provider; staff required to use anonymised examples where feasible; no direct copy-

paste from core client systems into public AI tools. 

 

Technical controls  

Procedural controls  

 

2.5 Purpose limitation and reuse 

Guidance: Confirm that data sent to AI tools is used only for defined purposes and that vendor data processing 
agreements (DPAs) prohibit training on submitted data by default. Verify enterprise account settings. 
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Example: Enterprise settings configured to disable vendor training on submitted data; contractual commitments in 
vendor DPAs reviewed; configuration prohibits using outputs for unrelated profiling. 

 

Training opt-out confirmed? 
(Y/N) 

 

Vendor DPA reviewed? (Y/N)  

 

2.6 Transparency and fair processing 

Guidance: Note how staff and (where applicable) clients are informed that AI tools may be used. Reference updated 
privacy notices, client engagement letters, and internal communication. 

Example: Employee privacy notice updated to cover AI monitoring and usage; client engagement letters state that AI 
may be used for drafting under human supervision, with no disclosure of identifiable client data to public tools. 

 

Staff informed? (Y/N + 
reference) 

 

Clients informed? (Y/N / N/A)  

 

2.7 Automated decision-making and profiling 

Guidance: Confirm whether AI outputs are used to make decisions with legal or similarly significant effects. If so, 
record Article 22 safeguards. The ICO's guidance on AI and automated decision-making should be consulted. 

ICO Reference: ICO: Guidance on AI and data protection — automated decision-making 

The ICO's AI guidance covers automated decision-making, profiling, and the requirement to provide meaningful 
information about the logic involved. Review this guidance before deploying AI in any workflow that influences 
decisions about individuals. 

 

Example: No fully automated decisions with legal or similarly significant effects. AI used for decision support only, with 
mandatory human review before any output is relied upon. 

 

Automated decisions present? 
(Y/N) 

 

Article 22 safeguards (if 
applicable) 

 

 

3. Data Flows 

The ICO requires organisations to map data flows, including international transfers and third-party processors, 
as a core component of a DPIA. 

ICO Reference: ICO: Data flow mapping 

Data flow mapping identifies where personal data comes from, where it goes, and who processes it. For AI tools, 
this includes prompts, outputs, logs, and any data transmitted to or retained by AI vendors. 

 

3.1 Categories of data subjects 

Guidance: List whose data may be processed through AI tools. 

Example: Clients, prospective clients, counterparties, experts, employees, job applicants. 

 

Data subjects  

 

3.2 Categories of personal data 

Guidance: For each AI use case, list the personal data types involved. Note special category data separately. 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/guide-to-accountability-and-governance/data-flow-mapping/
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Example: Client name, matter reference, unstructured free-text instructions, occasional special category data in legal 
pleadings. 

 

Standard personal data  

Special category data (if any)  

 

3.3 Source of data 

Guidance: Identify systems or sources from which data enters AI prompts: DMS, CRM, email, HRIS, public web data. 

Example: Data copied from document management system, Outlook mailboxes, and CRM records into prompts. 

 

Data sources  

 

3.4 Processing operations 

Guidance: Describe what the AI does with the data: generation, summarisation, translation, categorisation, code 
generation. 

Example: Summarisation of contracts; drafting of initial client advice; classification of documents by topic. 

 

Processing operations  

 

3.5 Data recipients and roles (controller / processor) 

Guidance: Specify each external party, their role, and the contractual basis for processing. Confirm who is data 
controller and who is data processor under UK GDPR Article 28. 

Microsoft Copilot: controller status is not straightforward 

Microsoft's role depends on the Copilot configuration and the Connected Experiences settings within your M365 
tenant. In some configurations — particularly where diagnostic data or Connected Experiences are enabled — 
Microsoft may act closer to a joint controller rather than a pure processor. Review Microsoft's Data Protection 
Addendum and your tenant configuration carefully. Disabling Connected Experiences and ensuring enterprise 
data protection settings are active is strongly recommended before treating Microsoft as a straightforward 
processor. 

 

Party / system Role Contract / basis Notes 

Your organisation Controller N/A Determines purposes and means of 
AI use. 

Microsoft (Copilot) Processor (see 
warning above) 

M365 DPA Verify Connected Experiences and 
diagnostic data settings before 
treating as pure processor. 

OpenAI / Anthropic Processor / sub-
processor 

Vendor DPA Enterprise accounts only. Review and 
confirm training-on-data opt-out. 

CattleGrid gateway Processor CattleGrid DPA Intercepts prompts, applies DLP 
rules. Zero-retention architecture — 
no prompt content written to disc. 

 

3.6 International transfers 

Guidance: Record locations where data is processed or stored and the applicable transfer mechanism. Note: UK 
adequacy decisions are in place for EEA countries — no IDTA is required for transfers to EEA member states. IDTAs 
(International Data Transfer Agreements) are required for transfers to countries without UK adequacy decisions, 
including the United States (absent individual contractual protections). 

IDTA applies to non-adequate countries, not EEA transfers 

The UK has granted adequacy decisions to EEA countries (and a small number of others). IDTA or UK 
Addendum to the EU SCCs is required only for transfers to countries without adequacy, most notably the United 
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States. Where US-headquartered AI vendors process data, the transfer mechanism must be documented — 
adequacy alone will not suffice if data routes to US servers. 

ICO Reference: ICO: International transfers 

The ICO's international transfer guidance covers adequacy decisions, IDTAs, and transfer risk assessments. Use 
the ICO's Transfer Risk Assessment tool for non-adequate country transfers. 

 

Example: CattleGrid gateway hosted on EU infrastructure (Scaleway/OVH) — no US CLOUD Act exposure, no IDTA 
required for gateway processing. OpenAI and Microsoft: EEA adequacy applies where data is processed in EU/EEA 
data centres; IDTA or UK Addendum required for any US processing; transfer risk assessment completed. 

 

Data locations  

Transfer mechanism(s)  

Transfer risk assessment? 
(Y/N) 

 

 

3.7 Retention and deletion 

Guidance: Describe how prompts, outputs, logs, and audit trails are stored and for how long. Align with your retention 
schedule. Note that gateway audit logs record metadata (who, when, which rule triggered) but do not store prompt 
content where a zero-retention architecture is used. 

Example: AI prompts and outputs retained only within M365 document and email infrastructure under existing 
retention rules. CattleGrid gateway: in-memory inspection only, zero retention of prompt content — nothing written to 
disc. Audit log metadata retained for 12 months in line with information security policy. 

 

Prompt / output retention  

Audit log retention  

 

4. Risk Identification 

UK GDPR Article 35 requires assessment of the likelihood and severity of high risks to individuals' rights and 
freedoms. The ICO lists the use of innovative technologies — including AI — as a key trigger area. For many 
regulated-sector AI deployments, the combination of innovative technology, potentially large-scale processing, 
data sensitivity, and the involvement of multiple processors means the 'likely to result in a high risk' threshold 
is met. 

ICO Reference: ICO: Assessing high risk — lists of processing operations 

The ICO's screening criteria include: use of new or novel technologies; processing of special category data; 
large-scale processing; systematic monitoring; and processing likely to cause significant harm. AI tools routinely 
meet two or more of these criteria. 

EU AI Act cross-reference 

For organisations with EU operations, EU client relationships, or supply chain exposure, the EU AI Act (in 
enforcement from August 2025) introduces a parallel risk classification framework. AI systems used for credit 
scoring, insurance risk assessment, employment decisions, or consumer-facing decisions may constitute 'high-
risk AI systems' under Annex III of the Act and require additional conformity assessment, technical 
documentation, and human oversight measures. Where an AI tool meets the EU AI Act 'high-risk' threshold, this 
should be noted in your risk register and your compliance roadmap updated accordingly. ISO 42001 certification 
provides presumption of conformity for many EU AI Act obligations. 

 

Rating scales 

Likelihood: Low (1), Medium (2), High (3). Severity of impact on individuals: Low (1), Medium (2), High (3). 
Inherent risk = Likelihood × Severity (max 9). 

 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/international-transfers/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/data-protection-impact-assessments-dpias/when-do-we-need-to-do-a-dpia/
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ID Description (impact on individuals) Data subjects / data 
types 

L S Ris
k 

R1 Unauthorised disclosure via prompts. Staff 
paste identifiable client or employee data 
into public AI tools, leading to loss of control, 
potential onward processing, and regulatory 
breach. 

Clients, employees; 
names, financial data, 
case details, special 
category data. 

3 3 9 

R2 Inaccurate or biased outputs relied on for 
decisions. Hallucinated or biased AI outputs 
influence advice or decisions, causing 
incorrect legal or financial recommendations 
and harm to clients. 

Clients, consumers; 
financial circumstances, 
legal position. 

2 3 6 

R3 Failure of transparency — individuals unable 
to exercise data rights. Individuals not 
informed that their data may be processed 
by AI tools, limiting access, rectification, and 
objection rights. 

Clients, employees; 
identity and case 
information. 

2 2 4 

R4 Excessive data collection and function 
creep. AI tools encourage wider data 
sharing than necessary, and data is 
repurposed for analytics without proper 
lawful basis or notice. 

All data subjects. 2 2 4 

R5 Cross-border transfers to high-risk 
jurisdictions. Data routed to servers outside 
UK/EEA without adequate safeguards, 
including CLOUD Act exposure where 
vendors are US-headquartered. 

All data subjects whose 
data enters US-routed 
API calls. 

2 3 6 

R6 Security compromise of AI vendor or 
integration layer. Breach at AI provider or 
gateway exposes prompt and output data. 

All data subjects whose 
data appears in prompts. 

2 3 6 

R7 Excessive or opaque employee monitoring 
via AI usage logs. Detailed logging of 
prompts and responses used for 
performance monitoring in ways not 
disclosed to staff. 

Employees; work activity 
and communications 
data. 

2 2 4 

R8 Lack of explainability in AI-assisted 
decisions. AI logic insufficiently transparent 
to allow organisations to explain decisions to 
data subjects where outputs influence 
legally significant outcomes. 

Clients, consumers; 
decisions affecting 
financial, legal, or 
employment status. 

2 3 6 

 

This risk register should be reviewed when new AI tools are introduced, when processing scope changes, or 
following any security incident. Add rows for organisation-specific risks as required. 

 

5. Risk Mitigation Measures 

For each risk in Section 4, record existing controls, planned additional measures, residual likelihood and 
severity after mitigation, the responsible owner, and target date. 

 

R1 — Unauthorised disclosure via prompts 

Existing controls AI Acceptable Use Policy; mandatory staff training; contractual controls with 
enterprise AI providers. 

Additional measures 1) Deploy API-level gateway to inspect prompts and block PII, financial data, and 
trade secrets in real time before they reach the AI provider.2) Configure enterprise 
AI tenants to disable training on submitted data; restrict use of consumer-tier 
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accounts.3) Technically block known public AI web endpoints on corporate network 
except via controlled, approved channels. 

Residual L / S / Risk L: 1–2 | S: 3 (impact remains high if breach occurs but far less likely with gateway) | 
Risk: 3–6 

Owner / target date  

 

R2 — Inaccurate or biased outputs 

Existing controls Professional supervision requirement; policies prohibiting reliance on AI outputs 
without review. 

Additional measures 1) Documented human-in-the-loop review requirement; sign-off required before 
high-risk decisions.2) Sector-specific guidance for staff on verifying AI outputs 
(legal, financial, HR contexts).3) Sampling audits of AI-assisted work products. 

Residual L / S / Risk L: 1–2 | S: 2–3 | Risk: 2–6 (depends on workflow) 

Owner / target date  

 

R3 — Transparency and individuals' rights 

Measures 1) Update privacy notices to describe AI processing, the categories of data involved, 
and individuals' rights.2) Maintain Records of Processing Activities (RoPA) capturing 
AI tools and vendors.3) Define process for responding to subject access requests 
involving AI prompts and outputs.4) Publish internal FAQ for staff explaining what AI 
monitoring does and does not capture. 

Residual L / S / Risk L: 1 | S: 2 | Risk: 2 

Owner / target date  

 

R4 — Excessive data / function creep 

Measures 1) Role-based access to AI tools; restrict which systems they can interact with.2) 
Prompt templates that use only necessary data fields; enforce pseudonymisation 
where possible.3) Governance board to approve any new AI use cases; DPIA to be 
updated where scope changes materially. 

Residual L / S / Risk L: 1–2 | S: 2 | Risk: 2–4 

Owner / target date  

 

R5 — International transfers 

Measures 1) Prefer UK/EU-hosted services not subject to conflicting overseas laws; where 
possible, deploy EU-only gateways with no US jurisdiction exposure.2) Execute UK 
IDTAs or Addenda to EU SCCs for any transfers to non-adequate countries; 
complete transfer risk assessments.3) Ensure encryption in transit and at rest; 
minimise personal data content in prompts.4) Where US vendors are unavoidable, 
verify EU/UK data centre commitments contractually. 

Residual L / S / Risk L: 1–2 | S: 2–3 | Risk: 2–6 

Owner / target date  

 

R6 — Security compromise of AI vendor or integration 

Measures 1) Vendor due diligence and security questionnaires; confirm alignment with ISO 
27001 and incident response obligations.2) Logging and monitoring of AI API usage; 
integrate with SIEM where available.3) Contractual incident notification and 
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cooperation clauses in vendor DPAs.4) Zero-retention architecture at gateway level 
ensures no prompt content is held if gateway is compromised. 

Residual L / S / Risk L: 1–2 | S: 2–3 | Risk: 2–6 

Owner / target date  

 

R7 — Employee monitoring 

Measures 1) Limit access to prompt-level audit logs to authorised personnel; use aggregated 
usage data for operational reporting.2) Include AI usage monitoring explicitly in 
employee privacy notices and AI Acceptable Use Policy.3) Define clear, 
proportionate criteria for any use of AI logs in conduct or performance management; 
do not use for covert monitoring. 

Residual L / S / Risk L: 1 | S: 2 | Risk: 2 

Owner / target date  

 

R8 — Explainability 

Measures 1) Restrict use of AI outputs in areas requiring explainable decisions; retain human-
readable rationale alongside any AI-assisted output.2) Provide internal guidance for 
staff on explaining AI-assisted decisions to clients and data subjects in plain 
language.3) Where AI is used in decisions under Article 22 scope, implement the 
specific safeguards required — right to explanation, human review, right to contest. 

Residual L / S / Risk L: 1–2 | S: 2–3 | Risk: 2–6 

Owner / target date  

 

ICO Reference: ICO: Explaining decisions made with AI 

The ICO's guidance on explaining AI decisions covers the right to explanation, meaningful information about 
logic, and what 'human review' must actually involve to satisfy Article 22 requirements. 

 

6. Consultation 

The ICO expects organisations to consult the DPO (where one is appointed) and, where appropriate, data 
subjects or their representatives before commencing high-risk processing. 

ICO Reference: ICO: Consulting your DPO and others 

The ICO recommends that the DPO is involved early in the DPIA process, not consulted as a final sign-off step. 

 

6.1 DPO or senior privacy lead 

DPO appointment is not mandatory for all organisations 

A mandatory DPO under UK GDPR applies to public authorities, organisations carrying out large-scale 
systematic monitoring, and those processing special category data at scale. Many 50–500 employee 
professional services firms will not meet this threshold. If your organisation does not have a mandatory DPO, this 
section should reference your equivalent senior privacy lead — a compliance officer, Head of Legal, or external 
DPO service. The function performed is the same; the formal title may differ. If you are uncertain whether a 
mandatory DPO is required, seek legal advice. 

 

Guidance: Record when and how the DPO or senior privacy lead was involved, and their advice — including any 
conditions or objections. 

Example: DPO consulted on draft DPIA 10 March 2026; recommended deployment of API gateway and restriction on 
consumer AI tools; advised DPIA review after initial deployment phase. 

 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/explaining-decisions-made-with-ai/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/data-protection-impact-assessments-dpias/
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DPO / privacy lead name and 
role 

 

Date consulted  

Advice / conditions  

 

6.2 Internal stakeholders consulted 

Guidance: List key consultees: IT, Security, Legal, Compliance, HR, business unit leads, and staff representatives 
where relevant. 

Example: IT, Security, Legal, Risk and Compliance, HR, Head of Wealth Advisory. 

 

Stakeholders consulted  

Date(s)  

 

6.3 External consultation (if appropriate) 

Guidance: Note any engagement with clients, regulators, or professional bodies. Explain why further consultation is or 
is not proportionate to the risks identified. 

Example: Selected institutional clients informed via governance forum; feedback incorporated into AI acceptable use 
standards. No wider data subject consultation assessed as necessary given scope of processing. 

 

External consultation (if any)  

 

6.4 Summary of feedback and changes made 

Guidance: Record material issues raised during consultation and how the project or controls were adjusted in 
response. 

Example: Scope narrowed to exclude consumer-facing chatbots; added technical blocking of direct copy-paste from 
core banking system into public AI tools; DPA with CattleGrid executed prior to deployment. 

 

Changes made following 
consultation 

 

 

7. Outcome and Sign-off 

Where residual high risk cannot be mitigated, UK GDPR Article 36 requires prior consultation with the ICO 
before processing begins. 

ICO Reference: ICO: Prior consultation under Article 36 

Prior consultation with the ICO is required where a DPIA indicates that processing would result in high residual 
risk to individuals and the organisation cannot identify measures to mitigate it. This is not a routine step — it 
applies where risk cannot be reduced to an acceptable level. 

 

7.1 Residual risk evaluation 

Guidance: Summarise whether any risks remain at 'High' level after mitigation, with particular reference to individuals' 
rights and freedoms (not only organisational risk). 

Example: After implementation of API gateway, contractual controls, and human review requirements, no risks remain 
at High level. Several remain at Medium and will be monitored via quarterly review. 

 

Residual risk summary  

 

7.2 DPO / senior privacy lead recommendation 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/data-protection-impact-assessments-dpias/
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Guidance: The DPO or senior privacy lead should provide a reasoned opinion referencing Article 35/36 and ICO 
guidance. 

 

☐ Proceed as proposed 

☐ Proceed with conditions / additional mitigations (specify below) 

☐ Do not proceed without prior ICO consultation (Article 36) 

 

Conditions / reasons (if 
applicable) 

 

 

7.3 Prior ICO consultation (Article 36) 

Guidance: If residual high risk cannot be reduced, record the decision to consult the ICO and reference any 
correspondence. This is not a routine requirement — it applies only where risk cannot be mitigated to an acceptable 
level. 

Example: Not required — no residual high risk identified. If scope expands to include automated client-facing 
decisions, ICO consultation to be reconsidered. 

 

ICO consultation required? 
(Y/N) 

 

ICO reference (if applicable)  

 

7.4 Mandatory actions before go-live 

Guidance: List actions that must be completed before the AI tool is deployed. These should directly address the 
residual risks and mitigations identified above. 

Example: 1) Roll out mandatory staff training; 2) Implement CattleGrid gateway and verify blocking rules; 3) Block 
unsanctioned AI web tools on corporate network; 4) Update RoPA and privacy notices; 5) Execute vendor DPAs. 

 

Pre-go-live actions  

 

7.5 Review schedule 

Guidance: Set review points: after initial deployment, annually, and on any material change such as a new AI model, 
new use case, or significant change in data types processed. 

Example: Initial review three months after deployment; annual DPIA review thereafter; ad hoc review on any scope 
expansion or following a security incident. 

 

Review dates  

 

7.6 Approvals 

 

Role Name Signature / approval Date 

DPO / Senior privacy lead    

Senior Responsible Owner 
(SRO) 

   

Information Security lead    

 

About this template 
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This template was produced by CattleGrid Ltd as a free resource for UK regulated organisations. It is designed to 
be completed once per AI tool or major use case and attached to your Records of Processing Activities and AI 
governance documentation. 

CattleGrid is an Enterprise AI API Security Gateway. It intercepts outbound API calls to AI services, inspects 
them in real time against your data governance policies, and blocks defined categories of sensitive data before 
they leave your environment — with zero retention of prompt content. 

cattlegrid.uk  |  hello@cattlegrid.uk  |   

CattleGrid Ltd. Company No. 17020793. This document does not constitute legal advice. Seek independent legal counsel on 
your specific compliance position. 

 


