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Intended use 

This template is designed for FCA-regulated UK firms of 50–500 employees conducting a structured 
assessment of shadow AI risk — the use of AI tools including public large language model services 
such as ChatGPT, Claude, Gemini, and Microsoft Copilot by employees outside formally sanctioned 
IT procurement, without organisational visibility or control. 

Regulatory basis: FCA Consumer Duty (PS22/9), FCA Operational Resilience (PS21/3), SMCR, SYSC, UK 
GDPR, Data Protection Act 2018. This template does not constitute legal or regulatory advice. Seek independent 
advice on your specific compliance position. 

Key regulatory references:  

FCA PS22/9 — Consumer Duty   |   FCA PS21/3 — Operational Resilience   |   FCA SMCR 
ICO — AI and data protection guidance   |   FCA multi-firm AI review findings 

 

1. Organisation and Scope 

 

1.1 Firm name and FCA Firm Reference Number (FRN) 

Guidance: Enter the registered firm name and FRN as they appear on the FCA Register. 

Example: Example Wealth Management Ltd (FRN 123456). 

 

Firm name  

FCA FRN  

 

1.2 Assessment owner and SMCR accountability 

Guidance: Name the Senior Manager with accountability for this assessment. For shadow AI, the relevant SMF is 
typically SMF24 (Chief Operations Function) or SMF2 (Chief Finance Function) for operational and technology risk. 
SMF16 (Compliance Oversight) should be a co-owner. Do not default to SMF17 (Money Laundering Reporting 
Officer) — that function is specific to financial crime and is not the primary accountability holder for AI governance 
risk. 

Reference: FCA — SMCR: Senior Managers and their responsibilities 

The SMCR Senior Managers Regime requires that firms assign responsibility for each area of their business to a 
named Senior Manager. Shadow AI touches technology, operations, and conduct — all of which should have 
clear SMF ownership. 

 

Example: Primary owner: Chief Operating Officer (SMF24). Co-owners: Head of Compliance (SMF16); IT Director. 
Sign-off authority: CEO (SMF1). 

 

https://www.fca.org.uk/publications/policy-statements/ps22-9-a-new-consumer-duty
https://www.fca.org.uk/publications/policy-statements/ps21-3-building-operational-resilience
https://www.fca.org.uk/firms/senior-managers-certification-regime
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/
https://www.fca.org.uk/publications/multi-firm-reviews/findings-review-firms-ai-machine-learning-adoption
https://www.fca.org.uk/firms/senior-managers-certification-regime/senior-managers-regime
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Primary owner (SMF role)  

Co-owner(s)  

 

1.3 Business model and regulatory permissions 

Guidance: Brief description of services and FCA permissions — investment advice, portfolio management, insurance 
distribution, consumer credit, etc. This frames the Consumer Duty and operational resilience impact of any shadow AI 
usage. 

Example: Independent financial adviser: MiFID investment advice and discretionary portfolio management; insurance 
distribution; retail and professional client base. 

 

Services / permissions  

Client types (retail / 
professional / eligible 
counterparty) 

 

 

1.4 Scope of assessment 

Guidance: Describe included entities, locations, and functions. Document exclusions and rationale — any exclusion 
creates a gap that should be tracked separately. 

Example: Scope covers all UK-based staff (~180) including advisers, paraplanners, operations, and support. Third-

party call centre excluded but subject to separate AI due diligence under SYSC 8 outsourcing review. 

 

In scope  

Out of scope / rationale  

Approximate headcount in 
scope 

 

 

1.5 Assessment dates and version 

Guidance: Record start date, completion date, and version number for auditability. 

 

Start date  

Completion date  

Version  

 

2. Shadow AI Discovery 

 

2.1 Discovery objectives 

Guidance: State the purpose of the discovery exercise. Reference specific regulatory obligations it supports. 

Example: Identify all AI tools used outside sanctioned channels to assess data leakage risk, regulatory exposure 
under Consumer Duty and UK GDPR, and dependencies not included in operational resilience mapping under 
PS21/3. 

 

Objectives  

 

2.2 Discovery methodology 

Guidance: Describe how shadow AI usage will be identified. A combination of technical and non-technical methods is 
more reliable than either alone. Consider all of the following: 
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• Staff surveys and interviews — anonymous surveys increase response accuracy; targeted interviews 
with team leads and IT helpdesk. 

• Network and proxy logs — DNS and HTTPS category logs for known AI/chatbot domains 
(openai.com, claude.ai, gemini.google.com, chat.mistral.ai, etc.). 

• Endpoint and browser extension review — browser plugins for AI tools are a common unsanctioned 
access route. 

• SaaS and SSO logs — review of apps connected to corporate identity providers. 

• Ticketing and helpdesk records — staff requests referencing AI tools. 

• M365 / Google Workspace audit logs — file access patterns, email content (where permitted under 
monitoring policy). 

 

Example: Combined anonymous staff survey (n=180), 30 targeted interviews with team leads, firewall/proxy log 
review for AI domains over 90 days, browser extension audit on managed devices. 

 

Methods used  

Period covered  

 

2.3 Coverage and limitations 

Guidance: Document any blind spots — personal devices, off-VPN use, browser-based tools on unmanaged devices. 
Blind spots should be addressed via policy and training as a minimum control. 

Example: Covers corporate network, managed devices, and M365 logs. Does not cover personal devices used off-

network; risk addressed via AI Acceptable Use Policy and training. BYOD policy review recommended. 

 

Coverage  

Limitations / blind spots  

 

2.4 Summary of discovery findings 

Guidance: High-level summary before the detailed inventory — number of tools found, business units affected, 
number of high-risk use cases. 

Example: 9 distinct shadow AI tools identified across advice, research, and operations. 4 use cases involve potential 

client PII. 2 use cases potentially involve special category data. 

 

Tools identified (total)  

Business units affected  

High-risk use cases identified  

 

3. Inventory of Identified Tools 

Log all shadow AI tools discovered. Each entry should be completed for every tool identified in the discovery 
phase. Add rows as required. 

 

3.1 Tool inventory table 

 

ID Tool / 
provider 

Access 
route 

Business 
unit 

Users 
(approx.
) 

Use case Data 
types 
involved 

Special 
category? 
(Y/N/Unknow
n) 

Locatio
n 
known? 

Status 

T-
0
1 

ChatGPT 
(OpenAI) 

Web — 
persona
l login 

Wealth 
advisory 

~25 Summarisin
g client 
emails, 

Client 
names, 
contact 

Possibly 
(health data in 
some cases) 

No 
(assume

Active 
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drafting 
advice 
letters 

details, 
portfolio 
info, free-
text notes 

d 
EU/US) 

T-
0
2 

Gemini 
(Google) 

Mobile 
app 

Research ~5 Drafting 
market 
commentar
y 

Market 
data — no 
client PII 
identified 

No No Active 

T-
0
3 

Copilot 
(consume
r tier) 

Person
al M365 
account 

Operation
s 

~10 Drafting 
internal 
SOPs 

Internal 
document
s, limited 
staff 
details 

No No Occasion
al 

T-
0
4 

[Add tool]         

 

3.2 Narrative notes 

Guidance: Capture context not visible in the inventory table — business pressures driving shadow AI adoption, 
whether staff were aware of policy, whether any tools were actively concealed. 

Example: Advisers report using ChatGPT to produce first drafts when central approved templates are slow to update. 
Most were unaware this was outside policy. Two instances of client data being pasted directly from CRM noted. 

 

Narrative notes  

 

4. Risk Assessment 

Assess each identified tool and use case against three risk dimensions: data leakage, regulatory breach, and 
operational/resilience risk. Ratings align with UK GDPR Article 5(1)(c) (data minimisation), Article 32 (security 
of processing), and FCA SYSC expectations on systems and controls. 

 

Reference: ICO — Guidance on AI and data protection (security and data minimisation) 

The ICO's AI guidance addresses security obligations when using AI tools that process personal data, including 
the requirement to assess third-party AI services as data processors and to apply appropriate technical and 
organisational measures. 

 

4.1 Risk rating scales 

Likelihood: Low (1), Medium (2), High (3). Impact on customers, firm, or regulators: Low (1), Medium (2), High 
(3). Inherent risk score = Likelihood × Impact (max 9). RAG: 1–2 Low, 3–4 Medium, 6–9 High. 

 

4.2 Per-tool risk log 

Guidance: Complete one entry per tool and significant use case variant. Where a single tool has multiple distinct use 
cases with different risk profiles, create separate entries. 

 

T-01 — ChatGPT (OpenAI) — unsanctioned, consumer tier 

Use case: Advisers paste client emails and portfolio details into ChatGPT to draft client communications and 
advice letters. 

Data leakage risk 
Likelihood: 3 (High) — frequent copy-paste of identifiable client data into an external tool with no enterprise data 
processing agreement and unknown retention configuration. 
Impact: 3 (High) — exposure of client PII and potentially special category data (health information in some 
cases) to third-country infrastructure; no control over retention, training use, or onward sharing. Risk score: 9. 

Regulatory breach risk 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/
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Likelihood: 3; Impact: 3. UK GDPR Articles 5, 28, and 32 breached by absence of data processing agreement, 
inadequate security, and failure to minimise data. Consumer Duty Consumer Understanding outcome at risk if 
AI-drafted communications are inaccurate or omit risk warnings. SMCR: failure of oversight by relevant SMF24 
(COO) and SMF16 (Compliance). Possible financial promotions risk if AI-drafted client communications 
constitute a financial promotion under s.21 FSMA and COBS 4 without appropriate review and sign-off. Risk 
score: 9. 

Operational / resilience risk 
Likelihood: 2; Impact: 2–3. Dependency on OpenAI services not included in operational resilience mapping under 
PS21/3; no impact tolerance set; no incident response coverage. If OpenAI suffers an outage or incident, firm 
has no visibility or response plan. Potential unrecognised outsourcing arrangement under SYSC 8. Risk score: 
4–6. 

Overall inherent risk: HIGH (9). Existing controls: general data protection training only; no AI-specific 
controls. 

 

T-02 — Gemini (Google) — unsanctioned, mobile 

Use case: Research team drafting market commentary using publicly available market data only. 

Data leakage risk: Likelihood: 1; Impact: 1. No client PII identified in current use. Risk score: 1. 
Regulatory breach risk: Likelihood: 2; Impact: 1–2. Low current data risk; however, no sanctioned status means 

no oversight, no DPA, and risk of scope creep to client data without controls. Risk score: 2–4. 
Operational risk: Likelihood: 1; Impact: 1. No important business service dependency identified. Risk score: 1. 

Overall inherent risk: LOW–MEDIUM (2–4). Monitor for scope creep to client data. Existing controls: none 
specific. 

 

T-03 — Microsoft Copilot (consumer tier) — unsanctioned 

Use case: Operations staff drafting internal standard operating procedures. 

Data leakage risk: Likelihood: 2; Impact: 2. Consumer-tier Copilot does not carry enterprise data protection 
commitments. Internal documents including staff details may be processed. No DPA in place for consumer-tier 
accounts. Risk score: 4. 
Regulatory breach risk: Likelihood: 2; Impact: 2. Consumer-tier Microsoft accounts do not carry the contractual 
protections of M365 enterprise licensing; Connected Experiences settings on consumer accounts may allow 
Microsoft to use submitted content. UK GDPR Article 28 compliance not achievable on consumer tier. Risk 

score: 4. 
Operational risk: Likelihood: 1; Impact: 1. Occasional use for internal drafting only; no important business service 

dependency. Risk score: 1. 

Overall inherent risk: MEDIUM (4). Existing controls: none specific. 

 

Duplicate the above format for each additional tool identified in Section 3. Ensure every tool in the inventory has 
a corresponding risk entry. 

 

5. Regulatory Exposure Mapping 

Map identified shadow AI risks to specific FCA and UK GDPR obligations. This section creates the regulatory 
evidence trail and identifies specific notification or remediation triggers. 

 

5.1 FCA Consumer Duty (PS22/9) 

Reference: FCA PS22/9 — A new Consumer Duty (policy statement) 

Consumer Duty requires firms to deliver good outcomes for retail customers across four outcome areas: 
Products and Services, Price and Value, Consumer Understanding, and Consumer Support. Shadow AI usage 
affects Consumer Understanding most directly where AI-generated content reaches customers without adequate 
review. 

 

Guidance: For each high-risk tool or use case, indicate which Consumer Duty outcomes are affected and explain the 
mechanism. 

https://www.fca.org.uk/publications/policy-statements/ps22-9-a-new-consumer-duty
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Consumer Duty outcome Shadow AI exposure Tool / use case ref 

Products and Services AI tools used in product design or client 
targeting without governance oversight 
may result in products not meeting 
customer needs. 

Assess per tool 

Price and Value AI-assisted pricing or fee modelling without 
human review may produce outputs 
inconsistent with fair value assessments. 

Assess per tool 

Consumer Understanding AI-drafted client communications may 
contain inaccurate, incomplete, or 
misleading information. Financial 
promotions generated or influenced by AI 
without proper review risk breaching 
COBS 4 and s.21 FSMA. 

T-01 (high risk) 

Consumer Support AI-assisted client support that is not 
supervised may fail vulnerable customers 
or provide inconsistent service quality. 

Assess per tool 

 

5.2 SMCR individual accountability 

Reference: FCA — SMCR: Responsibilities map and statement of responsibilities 

Under SMCR, each area of a firm's activities must have a named Senior Manager accountable for it. Shadow AI 
that operates without oversight indicates a failure of the reasonable steps expected of the responsible SMF. The 
FCA can take enforcement action against individuals where a firm breach is shown to have occurred in their area 
of responsibility and they failed to take reasonable steps to prevent it. 

 

Guidance: Identify which SMFs bear accountability for the gaps identified. Use the correct SMF designations — do 
not assign accountability to SMF17 (Money Laundering Reporting Officer) for AI governance matters, as this function 
is specific to financial crime. 

 

SMF Role Shadow AI accountability Reasonable steps gap 

SMF24 Chief Operations Function Technology systems, operational 
controls, AI tool governance 

No AI oversight 
framework; shadow AI 
not in operational 
resilience mapping. 

SMF16 Compliance Oversight Regulatory compliance including 
Consumer Duty and conduct risk 

No AI acceptable use 
policy; no monitoring of 
AI-assisted client 
communications. 

SMF1 / SMF3 CEO / Executive Director Overall firm governance and culture AI governance not on 
board or ExCo agenda. 

 

SMF17 and AI governance 

SMF17 is the Money Laundering Reporting Officer function. It is not the primary accountability holder for AI 
governance, data protection, or operational resilience. Assigning shadow AI accountability to SMF17 alone would 
be incorrect and would not satisfy FCA expectations on systems and controls oversight. 

 

5.3 Operational Resilience (PS21/3) 

Reference: FCA PS21/3 — Building operational resilience 

PS21/3 requires firms to identify their important business services, set impact tolerances, and ensure they can 
remain within those tolerances during severe but plausible disruption scenarios. Shadow AI tools that are relied 
upon operationally but not included in resilience mapping create unmapped dependencies and blind spots in 
incident response. 

https://www.fca.org.uk/firms/senior-managers-certification-regime/senior-managers-regime
https://www.fca.org.uk/publications/policy-statements/ps21-3-building-operational-resilience
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Guidance: Identify where shadow AI touches important business services and creates dependencies not currently in 
your operational resilience framework. 

Example: Shadow use of ChatGPT in client communications introduces an operational dependency on OpenAI 
infrastructure that is not included in resilience mapping, impact tolerance testing, or incident response plans. An 
OpenAI outage or breach would affect advice delivery with no documented response procedure. 

 

Important business services 
affected 

 

Unmapped AI dependencies 
identified 

 

Impact tolerance implications  

 

5.4 UK GDPR and ICO requirements 

Reference: ICO — AI and data protection: key issues for controllers 

The ICO's AI guidance addresses the obligations of data controllers when deploying AI tools that process 
personal data, including security, data minimisation, transparency, and the requirement to treat AI providers as 
data processors under Article 28. 

 

UK GDPR provision Obligation Shadow AI breach mechanism 

Article 5(1)(c) Data minimisation — only necessary 
data processed 

Staff pasting full client records or email threads 
into AI prompts processes far more data than 
necessary for the task. 

Article 28 Written controller-processor agreement 
required for all third-party data 
processors 

Shadow AI tools processing client data have no 
Article 28 DPA in place. This is a specific, named 
breach — not a general security failure. 

Article 32 Appropriate technical and organisational 
security measures 

Use of consumer-tier AI tools with no enterprise 
security commitments, no encryption assurance, 
and no incident response obligations constitutes 
inadequate TOMs. 

Article 35 DPIA required for high-risk processing Processing of client financial and special category 
data via third-party AI services is likely to trigger 
the Article 35 DPIA threshold. No DPIAs have 
been conducted for shadow AI tools. 

Article 13/14 Transparency — individuals must be 
informed of processing 

Clients and staff are not informed that their data 
may be processed by third-party AI tools. Privacy 
notices do not cover this processing. 

 

5.5 SYSC 8 — Outsourcing and third-party arrangements 

Reference: FCA SYSC 8 — Outsourcing 

SYSC 8 requires firms to take reasonable steps to avoid undue operational risk when outsourcing critical or 
important functions. Where shadow AI tools are being used operationally — particularly in advice delivery, 
compliance monitoring, or client communication — there is a strong argument that those tools constitute 
outsourcing arrangements that require formal assessment, documentation, and oversight. 

 

Unrecognised outsourcing — a distinct FCA breach risk 

Where staff are relying on AI tools to produce outputs that inform advice, client communications, or operational 
decisions, those tools may constitute an outsourcing arrangement under SYSC 8. An undocumented, 
unassessed outsourcing arrangement to a third-party AI provider is a specific FCA compliance failure — 
separate from and in addition to the UK GDPR exposure. Firms should assess each operationally-relied-upon 
shadow AI tool against the SYSC 8 outsourcing criteria and document the conclusion. 

 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/
https://www.handbook.fca.org.uk/handbook/SYSC/8/
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Tools assessed under SYSC 8  

Outsourcing conclusion per 
tool 

 

 

5.6 Financial promotions risk 

Reference: FCA — Financial promotions (s.21 FSMA and COBS 4) 

Any communication that is a financial promotion must be approved by an authorised person, be fair, clear and 
not misleading, and comply with COBS 4 content requirements. AI-drafted or AI-influenced client 
communications that recommend products, reference performance, or describe investment strategies require the 
same human review and approval process as manually drafted promotions. 

 

AI-drafted communications and financial promotions 

Where advisers use shadow AI to draft client communications that constitute financial promotions — including 
emails recommending investments, referencing past performance, or describing product features — those 
communications must still go through the firm's financial promotions approval process under COBS 4.5 before 
being sent. Shadow AI does not remove this obligation. An AI-drafted financial promotion sent without approval is 
a breach of COBS 4 and s.21 FSMA regardless of how it was produced. 

 

Financial promotions review 
process covers AI-assisted 
drafts? (Y/N) 

 

 

5.7 FCA notification and remediation triggers 

Reference: FCA SUP 15.3 — Notification requirements 

SUP 15.3 requires firms to notify the FCA of material operational and systems and controls failures, significant 
data security incidents, and events likely to affect their ability to meet regulatory requirements. Shadow AI 
incidents may trigger these obligations. 

 

Trigger scenario Regulatory obligation Action required 

Data breach via shadow AI tool UK GDPR Article 33 (72-hour ICO 
notification if risk to individuals); SUP 15.3 
FCA notification if material 

Notify ICO within 72 hours where 
threshold met; consider SUP 15.3 
FCA notification; initiate breach 
response plan. 

Mis-selling or advice failure linked to 
unsupervised AI output 

Consumer Duty; COBS; potential SUP 
15.3 notification; possible Section 166 
review 

Assess scale of potential mis-
selling; engage compliance and 
legal; notify FCA under SUP 15.3 if 
material; consider customer 
remediation. 

Operational incident at AI provider 
affecting advice delivery 

PS21/3 operational resilience; SUP 15.3 if 
important business service affected 
beyond impact tolerance 

Initiate incident response; assess 
impact tolerance breach; notify 
FCA under SUP 15.3 if threshold 
met. 

Systematic shadow AI usage 
identified in regulatory review or 
audit 

SMCR; SYSC 8; Consumer Duty; potential 
Principle 11 notification if indicative of 
wider systems and controls failure 

Self-report consideration under 
Principle 11; engage compliance; 
initiate remediation plan. 

 

6. Prioritised Remediation Plan 

For each identified risk, specify the action, regulatory driver, owner, target date, priority, and estimated 
residual risk after completion. Distinguish immediate containment from structural fixes. 

 

https://www.fca.org.uk/firms/financial-promotions
https://www.handbook.fca.org.uk/handbook/SUP/15/3.html
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6.1 Remediation table 

 

Ref Tool / risk Action Regulatory 
driver(s) 

Owner Target date Priority Residual 
risk 

A-
01 

T-01 — 
client data 
via 
ChatGPT 

Immediately prohibit 
use of consumer AI 
tools for client data. 
Issue interim ban 
communication to all 
staff. Monitor via 
network proxy 
controls. 

UK GDPR 
Arts. 5, 28, 32; 
Consumer 
Duty; SMCR; 
SYSC 

Head of 
Compliance 
(SMF16) 

Within 2 
weeks 

HIGH Medium 

A-
02 

T-01 — 
client data 
via 
ChatGPT 

Deploy sanctioned AI 
channel with API-
level gateway: 
inspects prompts in 
real time, blocks PII 
and sensitive data 
before reaching AI 
provider, generates 
audit log (metadata 
only — zero retention 
of prompt content 
under zero-retention 
architecture). 

UK GDPR Art. 
32; PS21/3; 
SYSC 8; 
Consumer 
Duty 

CIO / IT 
Director 

Within 90 
days 

HIGH Low–
Medium 

A-
03 

All tools — 
policy gap 

Develop and publish 
AI Acceptable Use 
Policy. Mandatory all-
staff training. Explicit 
coverage of shadow 
AI, consumer vs 
enterprise tier 
distinction, financial 
promotions review 
requirement for AI-
assisted drafts. 

Consumer 
Duty culture; 
SMCR; UK 
GDPR Art. 5; 
COBS 4 

Head of 
Compliance 
/ HR 

Within 60 
days 

HIGH Medium 

A-
04 

T-01/T-03 
— SYSC 8 
outsourcing 

Assess all 
operationally-relied-
upon AI tools against 
SYSC 8 outsourcing 
criteria. Document 
conclusions. Execute 
Article 28 DPAs for 
any tools that will be 
sanctioned. 

SYSC 8; UK 
GDPR Art. 28 

COO 
(SMF24) / 
Compliance 

Within 60 
days 

HIGH Low 

A-
05 

All tools — 
operational 
resilience 

Update operational 
resilience mapping to 
include sanctioned AI 
dependencies. Set 
impact tolerances. 
Include AI provider 
outage scenarios in 
testing. 

PS21/3; FCA 
operational 
resilience rules 

COO 
(SMF24) 

Within 120 
days 

MEDIUM Low 

A-
06 

T-01 — 
DPIA 
required 

Conduct DPIA before 
deploying any 
sanctioned AI tool 
that processes client 
personal data. Use 
CattleGrid DPIA 
Template for AI 
Tools. 

UK GDPR Art. 
35; ICO AI 
guidance 

DPO / 
Senior 
Privacy 
Lead 

Before go-
live of 
sanctioned 
tool 

HIGH Low 

 

6.2 Quick-win vs structural actions 

Guidance: Quick wins (within 2 weeks): ban communication, network blocking of unsanctioned AI domains, 
management escalation. Structural fixes (60–120 days): sanctioned AI platform with API-level gateway, AI AUP and 
training, SYSC 8 assessments, operational resilience mapping update, DPIAs. 



CATTLEGRID  |  Shadow AI Risk Assessment — FCA-Regulated UK Firms  |  v1.0  |  cattlegrid.uk 

© CattleGrid Ltd 2026  |  Company No. 17020793  |  Not legal or regulatory advice Page 10 

 

On the API-level gateway and zero-retention architecture 

An API-level gateway that inspects prompts in memory and blocks defined data categories before they reach the 
AI provider addresses both the UK GDPR Article 32 security obligation and the FCA SYSC systems and controls 
requirement. Critically, a zero-retention architecture — where prompt content is inspected in milliseconds and 
never written to disc — means the gateway itself does not create a new data retention risk. Audit logs record 
metadata (who, when, which rule triggered) without storing the content of inspected prompts. This is the 
distinction that matters for an Article 32 security assessment and for the DPIA analysis of the gateway as a 
control. 

 

7. Governance and Policy Gaps 

 

7.1 Existing policies and coverage 

Guidance: List relevant policies and note whether AI or shadow AI is explicitly addressed. Absence of AI coverage in 
an existing information security or acceptable use policy is itself a finding. 

 

Policy AI / shadow AI 
addressed? (Y/N) 

Gap / action 

Information Security Policy   

Data Protection / UK GDPR Policy   

Acceptable Use Policy   

Outsourcing / Third-Party Risk Policy   

Operational Resilience Framework   

Financial Promotions Policy   

AI Acceptable Use Policy (dedicated)   

Model Risk / Algorithmic Governance 
Policy 

  

 

7.2 Identified gaps — common patterns in FCA-regulated SMEs 

Reference: FCA multi-firm review — AI and machine learning findings 

The FCA's multi-firm review of AI adoption identified governance gaps including: unclear accountability for AI risk 
under SMCR; inadequate model risk frameworks; insufficient testing and validation of AI outputs; and limited 
board-level oversight of AI strategy. These findings establish supervisory expectations that firms should map 
against their own governance arrangements. 

 

Guidance: Common gaps identified in firms of this size. Tick those that apply and add any additional gaps specific to 
your firm. 

• No dedicated AI acceptable use policy — existing information security policy silent on LLMs and 
consumer AI tools. 

• No clear SMCR ownership of AI risk — responsibility dispersed or unassigned. 

• DPIA process not adapted for AI — existing process does not flag AI tools as high-risk processing 
requiring mandatory DPIA. 

• Operational resilience mapping does not include AI tool dependencies. 

• Financial promotions approval process does not specifically address AI-assisted drafts. 

• No sanctioned AI platform — absence forces staff to use unsanctioned consumer tools or nothing at 
all. 

• Training does not cover shadow AI risks, consumer vs enterprise tier distinctions, or sector-specific 
regulatory obligations. 

• No monitoring or alerting for AI tool usage on corporate network. 

https://www.fca.org.uk/publications/multi-firm-reviews/findings-review-firms-ai-machine-learning-adoption
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Additional gaps identified  

 

7.3 Required governance enhancements 

Guidance: Describe governance improvements needed and assign ownership. 

• Formal AI governance remit assigned to existing risk committee or dedicated AI governance group. 

• Named Senior Manager (SMF24 or SMF16) with explicit AI governance responsibility in statement of 
responsibilities. 

• Updated risk appetite statement covering AI-related data leakage and conduct risk. 

• AI incorporated into operational resilience mapping, impact tolerance setting, and scenario testing. 

• Financial promotions review process updated to explicitly cover AI-assisted drafts. 

 

7.4 Policy development plan 

Guidance: Outline how and when updated or new policies will be drafted, approved, communicated, and embedded 
through training and monitoring. 

 

Policy / governance action  

Owner  

Target date  

Training / embedding plan  

 

8. Sign-off and Review Schedule 

 

8.1 Overall assessment conclusion 

Guidance: Summarise the overall level of shadow AI risk and whether it falls within the firm's risk appetite. Note key 
regulatory exposures and any planned notifications to the FCA or ICO. 

 

Overall risk level (High / 
Medium / Low) 

 

Within risk appetite? (Y/N)  

Key regulatory exposures  

FCA notification required? 
(Y/N — reference SUP 15.3) 

 

ICO notification required? (Y/N 
— reference Art. 33 UK GDPR) 

 

 

8.2 Approvals 

 

Role / SMF Name Signature / approval Date 

Senior Manager — Operations / 
Technology (SMF24 or 
equivalent) 

   

Compliance Oversight (SMF16)    

DPO / Senior Privacy Lead    
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CEO / MD (SMF1/SMF3) — if 
overall risk rated High 

   

 

8.3 Review frequency and triggers 

Guidance: Set a regular review cadence and define ad-hoc triggers. Align with PS21/3 ongoing operational resilience 
expectations and Consumer Duty monitoring obligations. 

Example: Formal review every 12 months; earlier review if: a material incident involving AI occurs; new AI tools are 
introduced into important business services; significant regulatory change affecting AI governance; FCA or ICO 
enforcement action against a peer firm indicating heightened supervisory focus. 

 

Review frequency  

Ad-hoc triggers  

 

8.4 Links to related artefacts 

Guidance: Reference supporting documents to create a complete audit trail. 

 

Artefact Reference / location 

DPIA for sanctioned AI tool(s)  

AI Acceptable Use Policy  

Operational resilience mapping (updated)  

SYSC 8 outsourcing assessment(s)  

Financial promotions policy (updated)  

Incident log  

Board / ExCo paper on AI strategy  

Staff training records  

 

About this template 

This template was produced by CattleGrid Ltd as a free resource for FCA-regulated UK firms. It is designed to be 
completed as a structured assessment of shadow AI risk and used alongside a DPIA, an AI Acceptable Use 
Policy, and the firm's operational resilience framework. 

CattleGrid is an Enterprise AI API Security Gateway. It intercepts outbound API calls to AI services, inspects 
them in real time against your data governance policies, and blocks defined categories of sensitive data — with 
zero retention of prompt content. Audit logs record metadata only. 

cattlegrid.uk  |  hello@cattlegrid.uk  |   

CattleGrid Ltd. Company No. 17020793. This document does not constitute legal or regulatory advice. Seek independent 
advice on your specific compliance position. 

 


